
  
 

 

  

 

Data protection 

Recruitment Privacy Notice 
 
Synthomer takes data protection and privacy to protecting the personal data of all Synthomer applicants. 
You can read more about how the Synthomer group of companies uses your Personal Data by reading our 
general Fair Processing Notice available on our public website. 
 

This Recruitment Privacy Notice sets out additional information about Personal Data which Synthomer 
collects, uses, discloses, transfers, and stores personal data as part of our recruitment process for 
companies in the Synthomer group (“Synthomer”, “we, “us” or “our”). It provides details on your personal 
data rights and how to exercise your rights with us. 

Personal Data We Collect 

Personal Data We Collect Directly From You 

The types of personal data we collect and process when you apply for a role with Synthomer may 
include (but are not limited to): 

• Identification data and contact details, including your name, address, email address, phone 
number and other contact information, gender, date of birth, nationality/ies, national identifiers 
(such as national ID/passport, social security number(s)); 

• Account registration details, such as email and password; 
• Employment history, such as previous employers and job titles/positions; 
• Background information, such as academic/professional qualifications, job qualifications, 

education, details included in your CV/résumé (which might include details of any memberships 
or interests constituting sensitive personal information), transcripts, and employment 
references; 

• Details of your reference providers, including their name, contact details, employer and job 
role; 

• Details of your entitlement to work in a certain country, such as visa/work permit; 
• Travel-related expenses, to the extent incurred during the recruitment process and banking 

details so that Synthomer can reimburse you; 
• Other information you voluntarily provide throughout the process, including through internal 

or third-party assessment centers/exercises and interviews. 

As part of our commitment to diversity and inclusion, where authorized by law or necessary to comply 
with applicable laws, we will ask you to provide demographic information such as ethnicity, disability or 
gender identity. 

Personal Data Collected from Other Sources 

We typically collect personal data directly from you but there may be situations where we collect 
personal data from other sources. For example, we may collect the following: 

• Information provided by recruitment agencies that you have asked to support you in finding a 
job; 

• Information provided by Synthomer personnel who have referred you for a job; 
• Information provided by background checking agencies, including (where lawful) criminal 

background checks, that will verify the accuracy of information that you have provided; 
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• Information provided by referees in response to reference requests; 
• Information collected from publicly available sources, including any business social media 

platforms you use or other information available online. 

Synthomer may also collect via its recruitment platform provider, Workday, the date, location and time 
you had access to the platform.  

How We Use Your Personal Data 

We collect and use your personal data primarily for recruitment purposes; in particular, to determine 
your qualifications for employment and to reach a hiring decision. This includes assessing your skills, 
qualifications and background for a particular role, verifying your information, carrying out reference 
checks or background checks (where applicable), and to generally manage the hiring process and 
communicate with you about it. If we ask you to complete a candidate assessment with a third-party 
provider, we will include the results in the recruitment process. We will also capture additional personal 
data during in-person and/or remote interviews to assess your suitability for the job. 

During the application process, we will process your resumé/CV information to check your skills and 
experience against the position for which you have applied. If we ask you to complete a candidate 
matching assessment with a talent management company, we will include the match results in the 
recruitment process. We will also capture additional personal data during in-person and/or remote 
interviews to assess your suitability for the job. 

We will use your bank account details to reimburse you if you have claimed expenses associated with 
the Synthomer recruitment process. 

If you are successful in the interview process, we will carry out background checks and validation of your 
experience and academic and professional qualifications. We will use a third-party organization to 
perform these checks and may share the CV and identity information that you have provided. 
Background checks will be completed only as permitted by local law. 

If you accept a role at Synthomer, the information collected during the recruitment process may form 
part of your personnel file and will be processed in accordance with our internal fair processing notice. 

In certain Synthomer locations, we are required by law to provide reports on the diversity of our 
recruitment talent pools and will need to send reports to the relevant authorities covering a particular 
time period. 

Where permitted by law, Synthomer may use diversity&inclusion personal data you submit for statistical 
purposes. 

If you are not successful in the interview process, we may, with your prior consent, keep your details so 
that we may reach out to you and invite you to apply for other positions that we think may be a good fit 

for you unless you request that we delete your application.  

Disclosure of Data 

We only disclose your personal data to those who require access to perform their tasks and duties, and 
to third parties that have a legitimate purpose for accessing it. 

We will disclose your personal data to the following categories of recipients: 

• Members of the Synthomer group around the world in order to administer the recruitment 
process; 



  

• Background-checking or other screening providers that verify employment history, and 
academic and professional achievements; 

• Third-party service providers that support the Synthomer Recruitment process (such as 
recruitment or executive search agencies involved in your recruitment); 

• Third-party service providers maintaining the Synthomer Recruitment platform; 
• Third parties where you have consented or otherwise instructed Synthomer to share your 

personal data; 
• Third parties to comply with our legal obligations, including where necessary to abide by law, 

regulation or contract, or to respond to a court order, administrative, or judicial process 
• Third parties as necessary to establish, exercise, or defend against potential, threatened, or 

actual litigation; 
• Public authorities in response to lawful requests. 

We will implement appropriate measures to provide assurance that third-party organizations that we 
use to process data on our behalf use information in a manner consistent with this Privacy Notice and 
with applicable law, and that the security and confidentiality of the information is maintained. 

Synthomer does not sell personal data that we collect or process as part of the recruitment process or 
any related processes. 

International Data Transfers 

Your personal data may be processed in the countries where you have applied for a job, or any other 
country where Synthomer have operations. Third-party organizations processing personal data for 
Synthomer must comply with all relevant privacy laws in order to protect your personal data in any 
country where they process or transfer the data. 

Synthomer operates as a global business and may transfer, store, or process your personal data in a 
country outside your jurisdiction, including countries outside the European Economic Area (“EEA”). 
However, we have taken appropriate safeguards with respect to the protection of your privacy, 
fundamental rights and freedoms, and the exercise of your rights. For example, if we transfer personal 
data from the EEA to a country outside it, such as the United States, we will implement an appropriate 
data transfer solution, such as entering into EU standard contractual clauses with the data importer, or 
taking other measures to provide an adequate level of data protection under EU law. More information 
is available in our general Fair Processing Notice available on our public website. 

Data Retention 

If your application for employment is unsuccessful, Synthomer will hold your data on file for 6 (six) 
months after the end of the relevant recruitment process. If you agree to allow us to keep your 
personal data on file, we will hold your data on file for a further 6 (six) months for consideration for 
future employment opportunities. At the end of that period, or once you withdraw your consent, your 
data is deleted or destroyed.  

If your application for employment is successful, personal data gathered during the recruitment process 
will be transferred to your Human Resources file (electronic and/or paper based) and retained during 
your employment. The periods for which your data will be held will be provided to you in a new privacy 
notice. 

Legal basis to use your data in the EU and UK 

Synthomer has a legitimate interest in processing personal data during the recruitment process and 
for keeping records of the process. Processing data from job applicants allows us to manage the 
recruitment process, assess and confirm a candidate's suitability for employment and decide to 
whom to offer a job. We may also need to process data from job applicants to respond to and defend 
against legal claims. 
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We need to process data to take steps at your request prior to entering into an employment contract 
with you where you are considered for employment. For example, we use your personal data to 
make you a job offer or complete a contract of employment with you. 

 
In some cases, we need to process data to ensure that we are complying with our legal obligations. 
For example, it is mandatory to check a successful applicant's eligibility to work in the UK before 
employment starts. 
 
We also may need to process your personal data to protect vital interests, or to exercise, establish, 
or defend legal claims. 
 
Synthomer may process special categories of data, such as information about ethnic origin or religion 
or belief, to monitor recruitment statistics. We may also collect information about whether or not 
applicants are disabled to make reasonable adjustments for candidates who have a disability. We 
process such information to carry out its obligations and exercise specific rights in relation to 
employment. 
 
If your application is unsuccessful, Synthomer may keep your personal data on file in case there are 
future employment opportunities for which you may be suited. We will ask for your consent before 
keeping your data for this purpose and you are free to withdraw your consent at any time. 

 
What are your rights? 
You have the following rights in relation to your data. You can read more about these rights in our general 
Fair Processing Notice available on our public website: 

1. A right to access your data 
2. A right to correct your data 
3. A right to be forgotten (right to erasure in certain circumstances) 
4. A right to restrict processing (in certain circumstances) 
5. A right to receive your data in a portable format  
6. A right to object to processing  
 

Complaints and questions  
Please see our general Fair Processing Notice available on our public website for details on your right to 
complain and who to contact in case you have questions. 
 
How to contact us?   
If you have any questions or would like more information about the ways in which we process your data, 
please contact GroupLegal@synthomer.com. 
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